NATIONAL SECURITY
DATA AND POLICY

.
o= UUJJ{}FERSITY
B INSTITUTE

RGINIA

China’s Al-Powered
Disinformation Tactics:
Threats and Implications

July 16, 2025
By Charis June Lee

NATIONALSECURITY.VIRGINIA.EDU |



Executive Summary

The People’s Republic of China (PRC) government strategically uses disinformation to
manipulate public perception both at home and abroad. Domestically, disinformation is a core
instrument of the Chinese Communist Party (CCP), used to control public information and
discussions. Case studies like the 2019 Hong Kong pro-democracy protests and the 50 Cent
Army reflect this. The integration of generative artificial intelligence (GenAl) significantly
enhances disinformation campaigns by reducing costs, increasing speed and scale, and creating
content with more perceived authenticity. This makes attributing campaigns to state actors even
more challenging. Tactics include deepfakes, astroturfing, and fake online personas to push
narratives and sow division. Operations such as Spamouflage and interference in the 2024
Taiwanese presidential election reflect the growing sophistication of these efforts. This escalating
threat requires a strong policy response across technological, societal, and diplomatic fronts.
Policy implications include:

e Al-generated Content Identification: Social media platforms and users are increasingly
vulnerable to Al-powered disinformation. Policymakers should consider investing in
large-scale detection technology and requiring watermarks for Al-generated content.

¢ Bilateral Dialogue with the PRC: Disinformation campaigns are becoming more
difficult to attribute to state actors as GenAl allows individuals to hide behind Al-
generated personas. Policymakers should pursue increased dialogue with the PRC on
GenAl and social media, focusing on shared rules and restrictions.

e Media Literacy Initiatives: The barriers to creating high quality disinformation content,
like high cost and manpower, are eroding. Policymakers should consider investing in
media literacy initiatives to help the public identify Al-generated content.

Introduction

This paper focuses on disinformation case studies and examines how the emergence of GenAl
changes the PRC government’s current disinformation capabilities. Until recently, disinformation
efforts by the PRC government, were limited by scale, credibility, and cost. The emergence of
GenAl significantly changes the disinformation landscape. The PRC government’s ability to
weaponize GenAl for the production and amplification of disinformation presents a growing
threat to the United States (US) and its democratic allies. This paper concludes with policy
implications for the US should the PRC government continue to integrate GenAl into its
disinformation operations.

What is Disinformation?

Disinformation is commonly defined as “deliberately spreading false or inaccurate information
to manipulate the opinions and actions of others”.! A key characteristic is the perpetrator’s
identity and intention, often a state actor aiming to create division, spread confusion, and erode
public trust in institutions. It is difficult to directly tie disinformation campaigns to suspected
state actors, especially as disinformation actors hide behind fake personas. The Cybersecurity
and Infrastructure Security Agency (CISA) identifies 8 common disinformation tactics, which
include deepfakes, conspiracy theories, information gaps, targeted content and more.! The
following listed tactics have been linked to pro-China disinformation campaigns:



e Fake online personas are false identities created to influence others by appearing
credible. This includes fake experts and institutions to lend credibility to the message. '

e Deepfakes are images, videos, or audio created using Al that was trained on reference
data. Deepfakes can be used to impersonate or falsely attribute actions to individuals.

e Astroturfing is mass posting by fake accounts to mimic grassroots support for a specific
narrative. Astroturfing creates false credibility through artificial widespread support.”

e Targeted content is content tailored to a specific online group based on its values and
interests. This can be used to gain influence and credibility within a community."!

PRC Government s Disinformation Strategy

Disinformation falls under the CCP’s overseas propaganda strategy.''! For the CCP, propaganda
is both a necessary and beneficial “practice of governance”."l Domestically, the CCP uses
censorship and disinformation to control shared information and public discussions.
Internationally, CCP propaganda strategy aims to have a CCP-controlled narrative of China
“prevail as the only global discourse on the CCP”.* Disinformation operations are also
considered a component of the People’s Liberation Army’s (PLA) “Three Warfares” strategy —
specifically its public opinion and psychological warfare sides — which aim to break down the
adversary’s “‘will to fight’” and fuel disputes and divisions.* Ultimately, disinformation is a core
instrument of the CCP to control public perception and is used in large-scale operations both at
home and abroad.

2019 Hong Kong Pro-Democracy Protests: In 2019, the Hong Kong government introduced a
controversial amendment to a criminal extradition law that would allow Hong Kong residents to
be extradited to mainland China for trial.* This sparked widespread protests in Hong Kong, as
many protestors believed the amendment would diminish the region’s judicial independence.
On July 1, protestors stormed the building of Hong Kong’s Legislative Assembly, marking the
first move towards organized violence. X! In response, Beijing launched disinformation
campaigns to discredit the protestors’ credibility, both domestically and abroad.*" In the
mainland, Chinese state media amplified violent activities of protestors, suppressed images of
pro-democracy slogans, and minimized the scale of the movement and number of protestors.*”
State media also distributed false rumors of foreign involvement in the Hong Kong Protests. X"
Abroad, particularly in the US, Facebook reported identifying and removing a small network of
fake accounts and pages with connections to the PRC government that posted content comparing
Hong Kong protestors to terrorists.*"! Over 15,000 accounts followed these pages.*Viil Twitter
(now X)) also reported shutting down a “state-backed information operation” by suspending over
900 accounts attempting to attack the political legitimacy of the Hong Kong protest movement.*

50 Cent Army: The “50 Cent Army” (or 50 Cent Party) refers to a suspected state-sponsored
operation where many individuals are paid to write and post content on social media to shape
public perception and opinion.** It is a form of astroturfing. Social media content is posted in
bursts, indicating government direction and coordination.* Posts mostly consist of comments on
government sites and commercial platforms like Sina Weibo**i (microblogging platform like X).
The purpose of these posts is likely to paint China in a more positive light, influencing public
opinion through ““positive publicity’” rather than inflammatory speech.®ii The posts also serve
as a barrier against online discussions that could inspire collective action by deflecting public
attention away from contentious issues.*V Domestically, the 50 Cent Army posts an estimated
448 million comments on social media and government websites each year.**¥
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Al-Powered Disinformation

Pro-China disinformation campaigns were largely limited by low quality human-generated
content and unsuccessful appeals to broader audiences. However, Al-powered disinformation is
cheaper, more accessible, and harder to detect. The rise of GenAl — artificial intelligence that can
create new text, images, videos, and audio based on a user prompt — opens the information
environment to “high-quality tailored fake text and images at scale” with “advanced, dynamic,
automated distribution and coordination” **Vi

There are two common GenAl models: Large Language Models and Text-to-Image Models.
Large Language Models (LLMs) like GPT-4 use mathematical probability to determine the most
appropriate next word in a sequence or sentence, based on existing text data they were trained
on. Vil Text-to-Image Models like DALL-E3 take a text prompt and use statistical algorithms to
iteratively transform a noisy image (essentially a random pattern of pixels) into a coherent
picture.*Viil Building base models are costly because of the computational resources and training
data requirements.** However, fine-tuning models to tailor content to a specific cause or group
is far cheaper and requires less training data.*** Tailored content can be used to target specific
groups or individuals and increase the perceived authenticity of fake content or personas.

GenAl enables disinformation actors to mass-produce high quality content at a lower cost.**
Previously, producing better and more content required increased manpower.** With GenAl,
these labor and cost barriers are much lower for non-state actors and even non-expert individuals
to conduct a disinformation campaign.**iit GenAI-produced content is also much harder to
distinguish from human-generated content. Publicly available LLMs like GPT-4 can mimic text
ranging from informal social media commentary to professional research papers.

GenAl provides substantial advancements to common disinformation tactics, but especially for
astroturfing and deepfakes. While PRC astroturfing operations largely rely on human-generated
content, GenAI’s fluency in human-generated social media posts enables disinformation actors to
produce content with higher quality and quantity.**" To create deepfake audio, Al only needs
hours or even minutes of audio clips to create a convincing replica.***V In July of 2025, an
unidentified disinformation actor created a Signal account impersonating Secretary of State
Marco Rubio.**¥! They used Al to create a deepfake of Secretary Rubio’s voice and
communicated with government officials.**Vil Similar examples are likely to become more
common as more actors gain expertise in incorporating GenAl into disinformation operations.

Applications of Al in Pro-China Disinformation Campaigns

Given the emerging nature of GenAl, analysis of the PRC government’s use of Al-powered
disinformation primarily reflects projected capabilities and strategic intent. However, Al-
powered disinformation has been on the PRC government’s radar for years. In 2020 — years
before the release of GPT-3 — Dr. Li Bicheng published a paper detailing a model for “Al-
enabled public opinion manipulation” **Viil [t combines a sophisticated system of content-
producing models and a model to take a prompt on public-opinion influence strategy.*** The
theorized model would be able to generate and publish content based on human guidance.*!
While this model is yet to be successfully implemented by the PRC government, with Al’s rapid
progress and China’s growing Al sector, the question is when — not if — these capabilities will be
attained.



Spamouflage: Spamouflage refers to a disinformation campaign — with suspected ties to the
PRC government — that produces and distributes fake content on a large scale to influence public
opinion. The campaign targets contentious political issues in the US and paints them “as
examples of how the U.S. political system had failed” X" Within the US, Spamouflage-associated
accounts pretended to be American voters and criticized prominent political figures from both
major political parties. !l In 2022, Spamouflage accounts posted deepfake news videos with Al-
produced news anchor avatars on Facebook and Twitter.*ii! The videos criticized US gun policy
and praised China’s geopolitical successes.*" This marked the first known use of deepfake
videos features artificial personas in a “state-aligned information campaign” .Y Despite obvious
flaws like audio-lip sync issues, the deepfake videos were made with commercially available
technology requiring only a script. X'V

2024 Taiwanese Election: Several Al-powered disinformation campaigns have been attributed to
PRC actors leading up the Taiwanese Presidential Election in 2024. Examples include deepfake
videos of Lai Ching-Te, the candidate for Taiwan’s Democratic Progress Party (DPP), expressing
support for pro-Beijing political opponents.*Vii The DPP supports cultivating relationships with
other democratic nations, while the opposing Kuomintang Party believes Taiwan is best served
by amicable relationships with the PRC *Viil These disinformation efforts are reflective of the
CCP’s strategy to promote pro-China sentiment and values. Undermining pro-independence
politicians and supporting their pro-Beijing opponents aligns with the CCP’s political warfare
tactics.X!ix

Biased LLMs: LLMs trained on data with pro-China biases reflect those biases within the
responses. Large-scale disinformation campaigns, under the direction of the CCP, pour
disinformation content onto the internet, which becomes part of data used to train LLMs.!
Moreover, the PRC government requires that Al chatbots reflect socialist values, which
companies must comply with to access Chinese markets." The five most popular Al chatbots are
“OpenAl’s ChatGPT, Microsoft’s Copilot, Google’s Gemini, DeepSeek’s DeepSeek-R1 and X’s
Grok” — all of which demonstrate the influence of CCP censorship and biases to some degree. '
Of the five, only DeepSeek-R1 was developed in the PRC. When all five chatbots were tested
with the prompt ““Hong Kong Freedom’”, only DeepSeek-R1°s response indicated that Hong
Kong residents had fully guaranteed freedoms."i When prompted with the equivalent prompt in
Chinese, all five chatbots’ responses either “downplayed” assertions of limited freedoms,
avoided a direct answer, or used traditional Chinese (mostly used by Taiwanese residents as
opposed to simplified Chinese used in the mainland)."v Similar disparities between the English
and Chinese prompt responses were seen in response to questions about the Tiananmen Square
Massacre and Uyghurs’ oppression.!”

Currently, the use of Al in PRC disinformation campaigns appear to have limited success and
influence in the US. However, the CCP censorship’s influence on Al chatbot responses highlight
how such efforts can reach beyond the intended audiences and platforms. As AI becomes more
accessible, Al-powered disinformation campaigns continue to amplify CCP values and views.
Case studies within China reflect the PRC government’s capabilities to censor and restrict
information and speech, even without the full integration of Al. Al will only strengthen and
obscure these tactics.

Policy Implications



Al-powered disinformation brings advantages in scale, credibility, and cost of disinformation
campaigns, presenting both new and magnified challenges for policymakers. It undermines
existing avenues of information sharing and presents a national security risk during pivotal
moments like elections when information integrity is paramount. A strong policy response should
seek to build systemic resilience to disinformation and mitigate its influence.

Social media platforms and its users are more vulnerable than ever to Al-powered
disinformation. Disinformation gains momentum and credibility when it aligns with people’s
existing beliefs, comes from a trusted source, or is repeated enough and widespread.™ PRC
disinformation tactics aim for all three areas of vulnerability, exemplified by the Hong Kong
protests where Chinese state media spread false narratives of violence-oriented protestors and
foreign involvement in the pro-democracy movement. By utilizing a source of authority, the PRC
reinforced negative domestic sentiment towards the protestors and amplified this through
coordinated state media channels. The scale and quality enabled by GenAl escalates this risk.
GenAl enables high quality content to be tailored for specific audiences. Al-generated content
and online personas can be altered to align with a group’s beliefs and values to gain credibility
and influence. Potentially, this could be achieved on a much larger scale with a greater number of
online communities being targeted with tailored content. On the technological front,
policymakers should consider investing in “defensive technology” that can identify Al-generated
content on a large scale."! Policymakers can also require social media companies to watermark
Al-generated content, though regulations should carefully limit the burden placed on platforms.
The goal should be to target and identify the sources of disinformation rather than punish public
discourse platforms.

Diplomatic responses are limited by the challenge of concretely attributing a disinformation
campaign to a state actor. Al exacerbates this issue as disinformation can be produced and
distributed by bots instead of hired individuals that can be linked to a state. Furthermore,
disinformation campaigns are within gray zone of operations that “fall below the threshold of
armed conflict”.Viil This ambiguity only increases mutual distrust and further complicates US-
China relations. Both the US and the PRC have accused each other of conducting disinformation
campaigns against the other."™ Policymakers should consider increasing dialogue with the PRC
government about the intersection of GenAl and social media, focusing on identifying common
ground.” Discussions should prioritize potential restrictions, particularly by “domestic non-state
actors”.

The ability to create Al-generated media is no longer exclusive to well-funded state actors.
Traditional barriers to entry like high costs, technological expertise, and significant manpower
are weakening. The emergence of GenAl technology significantly reduces the resource
requirement for creating high quality disinformation content. This shift provides a dangerous
opportunity for both state and non-state actors to conduct influential disinformation campaigns
with low investment. The deepfake incident involving Secretary Rubio, where Al-generated
voice recordings and text messages were used to impersonate a high-ranking US government
official, highlights the increasing risk that public officials and institutions face. Likewise,
Spamouflage, which used Al-generated news anchors to spread pro-China and anti-US
propaganda on social media, shows how commercially available technology can be used to
conduct disinformation campaigns. Policymakers should consider investing in media literacy
initiatives to inform the public of rampant disinformation campaigns and educate people on
adopting practices such as identifying Al-generated content and thoroughly checking sources.
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